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Operational Risk Management is becoming a key coemgg for organisations in all industries.
Financial institutions, regulated by the Baseldt¢@rd, need to address it systematically since thei
level of implementation affects their capital reganents, one of their major operational expenses.
Health organisations have been tackling this chgbefor many years. The Institute of Medicine
reported in 2000 that 44,000 - 98,000 patients daxh year in the US as a result of medication
errors, surgical errors and missed diagnoses, estimated cost to the US economy of $17-$29
billion. Operational risks affect large organisasas well as Small and Medium-sized Enterprises
(SMESs) in virtually all industries, from the oil dmas industry, to hospitals, from education toligub
services.

This multi-author book is about tracking and manggperational risks using state-of-the-art
technology that combines the analysis of qualigatsemantic, unstructured data with quantitative
data. The examples used are mostly from informagohnology but the approach is general. As
such, the book provides knowledge and methodscrahave a substantial impact on the economy
and quality of life.

The book has four main parts. Part | is an intréidaco Operational Risk Management, Part Il deals
with data for Operational Risk Management and d@sdiing, Part Il covers operational risks
analytics and Part IV concludes the book with salvapplications and a discussion on how
Operational Risk Management integrates with otlgiplines. The fourteen chapters and the book
layout are listed below with short descriptions.
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Part I: Introduction to Operational Risk Management
This first part of the book is introductory withrewview of modern risk management in general and a
presentation of specific aspects of Operationak Rlanagement issues.

Chapter 1:  Risk Management: A general view (R. Kenett, R. Pike and Y. Raanan)

The chapter introduces the concepts of risk manageand positions Operational Risk Management
within the overall risk management landscape. Bpecs covered include definitions of risks,
aspects of information quality and a discussiostafe of the art Enterprise Risk Management. The
organizations we have in mind are financial insititos implementing Basel 1l regulations, industrial
companies developing, manufacturing and delivepirmglucts and services, health care services and
others with exposure to risks with potential harnefifiects. The chapter is meant to be a general
introduction to risk management and a contextregtiackground for the thirteen other chapters of
the book.

Chapter 2:  Operational Risk Management: An overview (Y. Raanan, R. Kenett and R. Pike)

The chapter introduces the general concepts ofdfipaal Risk Management in the context of the
overall risk management landscape. Section 2 pesvéddefinition of Operational Risk Management,
Section 3 covers the key techniques of this impbiapic, Section 4 discusses Statistical modeds an
Section 5 covers several measurement techniquess$essing operational risks. The final section
summarizes the chapter and provides a roadmapéddydok.

Part 11: Data for Operational Risk Management and its Handling

Operational Risk Management relies on diverse slaiaces, and the handling and management of
this data requires novel approaches, methods aplémnentations. This part is devoted to these
concepts and their practical applications. Theiappbns are based on case studies that provide
practical, real examples for the practitioners pe€ational Risk Management.

Chapter 3:  Ontology based modelling and reasoning in operational risks (C. Leibold, H-U.

Krieger and M. Spies)
The chapter discusses design principles of operatitsk ontologies for handling semantic
unstructured data in Operational Risk ManagemepR(OIn particular, we highlight the
contribution of ontology modelling to different let¢ of abstraction in OpR. Realistic examples from
the MUSING project (MUSING, 2006) and applicatiaongain specific ontologies are provided. We
draw a picture of axiomatic guidelines that progidgfoundation for the ontological framework and
refers to relevant reporting and compliance statgland generally agreed best practices.

Chapter 4:  Semantic analysis of textual input (H. Saggion, T. Declerck, and K. Bontcheva)
Information Extraction is the process of extractirgm text specific facts in a given target domain.

The chapter gives an overview of the field covegogiponents involved in the development and
evaluation of information extraction system suclpas of speech tagging or named entity
recognition. The chapter introduces available tsalsh as the GATE system and illustrate rule-based
approaches to information extraction. An illuswatof information extraction in the context of the
MUSING project is presented.
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Chapter 5: A case study of ETL for operational risks (V. Grossi and A. Romei)

Integrating both internal and external input sosyddtering them according to rules, and finally
merging the relevant data are all critical aspettsusiness analysis and risk assessment. This is
especially critical when internal loss data is sufficient for effective calculation of risk inditas.

The class of tools responsible for these taskaasvk asExtract, TransformandLoad (ETL). The
chapter reviews state-of-the-art techniques in Biitl describes an application of a typical ETL
processes in the analysis of causes of operatimhafailures. In particular, it presents a casglgtin
information technology operational risks in the t&xt of a telecommunication network, highlighting
the data sources, the problems encountered durénddta merging, and finally the solution proposed
and implemented by means of ETL tools.

Chapter 6:  Risk based testing of web services (X. Bai and R. Kenett)

A fundamental strategy for mitigating operatiornigks in Web Services and software systems in
general is testing. Exhaustive testing of Web Sewvis usually impossible due to unavailable source
code, diversified user requirements and the latgeber of possible service combinations delivered
by the open platform. The chapter presents a raseth approach for selecting and prioritizing test
cases to test service-based systems. The probléresseéd is in the context of semantic web
services. Such services introduce semantics tacgeintegration and interoperation using ontology
models and specifications like OWL-S. They are aered to be the future in WWW evolution.
However, due to typically complex ontology relasbips, semantic errors are more difficult to
detect, as compared to syntactic errors. The matsisribe in the chapter analyze semantics from
various perspectives such as ontology dependentyiogy usage and service workflow, in order to
identify factors that contribute to risks in thdidery of these services. Risks are analyzed fromm t
aspects: failure probability and importance, amddHayers: ontology data, specific services and
composite services. With this approach, we asstést cases to the semantic features and schedule
test execution on the basis of risks of their tafgatures. Risk assessment is then used to cah&ol
process of Web Services progressive group testiolpding test case ranking, test case selection
and service ruling out. The chapter presents kayigues used to enable an effective adaptation
mechanism: adaptive measurement and adaptatios) Adea statistical testing technique, the
approach aims to detect, as early as possibl@rtidems with highest impact on the users. A
number of examples are used to illustrate the ambro

Part I11: Operational Risks Analytics

The data described in Part Il requires speciala®lytics in order to become information and in
order for that information to be turned, in a suhsnt phase of its analysis, into knowledge. These
analytics will be described here.

Chapter 7:  Scoring models for operational risks (P. Giudici)

The chapter deals with the problem of analyzingiatefrating qualitative and quantitative data. In
particular it shows how, on the basis of the exgree and opinions of internal company “experts”, a
scorecard is derived producing a ranking of diffiémsks and a prioritized list of improvement &ea
and related controls. Scorecard models represknst atep in risk analysis. The chapter presents
advanced approaches and statistical models foemgmting such models.
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Chapter 8:  Bayesian merging and calibration for operational risks (S. Figini)

According to the Basel Il accord, banks are alloweedse the Advanced Measurement Approach
(AMA) option for the computation of their capitdi@rge covering operational risks. Among these
methods, the Loss Distribution Approach (LDA) is thnhost sophisticated one. It is highly risk
sensitive as long as internal data is used indhbration process. Given that, LDA is more closely
related to the actual risks of each bank. Howeviernow widely recognized that calibration on
internal data only is not enough for computing aataicapital requirements. In other words, internal
data should be supplemented with external datagdheof the chapter is to provide a rigorous
statistical method for combining internal and ex&idata and ensure that merging both databases
results in unbiased estimates of the severityidigion.

Chapter 9:  Measures of association applied to operational risks (R. Kenett and S. Salini)
Association rules are a basic analysis tools fetructured data such as accident reports, caltegnt
recordings and CRM logs. Such tools are commondyg uis basket analysis of shopping carts for
identifying patterns in consumer behaviour. Theptliashows how association rules are used to
analyze unstructured operational risk data in otdgrovide risk assessments and diagnostic
insights. We present a new graphical display ob@sasion rules that permits effective clustering of
associations with a novel interest measure of @&ssoa rule called the Relative Linkage
Disequilibrium.

Part 1V: Operational Risk Applications and its Integration with other Disciplines

Operational Risk Management is not a stand-alonsgement discipline. This part of the book
demonstrates how Operational Risk Management sslatether management issues and Intelligent
Regulatory Compliance.

Chapter 10: Operational Risk Management beyond AMA: New ways to quantify non recorded

losses (G. Aprile, A. Pippi and S. Visinoni)
A better understanding of the impact of IT failucesthe overall process of Operational Risk
Management can be achieved not only by lookingatisk events with a bottom line effect, but also
drilling down to consider the potential risks imntes of missed business opportunities and/or near
losses. Indeed, for banking regulatory purposedy, erents which are formally accounted for in the
books are considered when computing the operateapatal at risk. Yet, the “hidden” impact of
operational risks is of paramount importance unkderimplementation of the Pillar 2 requirements of
Basel Il which expands the scope of the analysisdioide reputation and business risk topics. This
chapter presents a new methodology in Operatioiskl Ranagement that addresses these issues. It
helps identify multiple losses, opportunity losaesl near misses, and quantifies their potential
business impact. The main goals are: 1) to reasctstnultiple-effect losses, which is compliant with
Basel Il requirements and 2) to quantify their ptisd impact due to reputation and business risks
(opportunity losses) and low level events (neaises$, which is indeed a possible extension to Basel
Il Advanced Measurement Approach (AMA). As a consatee, the proposed methodology has an
impact both on daily operations of a bank and atrégulatory level, by returning early warnings on
degraded system performance and by enriching thlgss of the risk profile beyond Basel |l
compliance.
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Chapter 11: Combining operational risksin financial risk assessment scores (M. Munsch, S.
Rohe and M. Jungemann-Dorner)
The chapter’s central thesis is that efficientficial risk management must be based on an early
warning system monitoring risk indicators. Ratimgl &coring systems are tools of high value for
proactive credit risk management and require swlidl carefully planned data management. We
introduce a business retail rating system basdti@greditreform solvency index which allows a
fast evaluation of a firm’s credit worthiness. F@rtmore we evaluate the ability of quantitative
financial ratings to predict fraud and prevent @#tike money laundering. This practice oriented
approach identifies connections between typicarfaing processes, operational risks and risk
indicators, in order to point out negative develepis and trends, enabling those involved to take
remedial actions in due time and thereby reverssettrends.

Chapter 12: Intelligent Regulatory Compliance (M. Spies, R. Gubser and M. Schacher)

In view of the increasing needs for regulationrdérnational markets many regulatory frameworks
are being defined and enforced. However, the coxitglef the regulation rules, frequent changes
and differences in national legislations make ttemely complicated to implement, check or even
prove regulatory compliance of company operatiargrocesses in a large number of instances. In
this context, the Basel Il framework for capitaégdacy (soon to evolve to Basel Ill) is currently
being used for defining internal assessment presdssbanks and other financial services providers.
The chapter shows how recent standards and spwfis related to business vocabularies and rules
enable Intelligent Regulatory Compliance (IRC).IBL, we mean semi-automatic or fully
automated procedures that can check business ioperaf relevant complexity for compliance
against a set of rules that express a regulatandsrd. More specifically, the BMM (Business
Motivation Model) and SBVR (Semantics of Businesg&bularies and business Rules)
specifications by the Object Management Group (OM@Yyide a formal basis for representing
regulation systems in a sufficiently formal wayetwable IRC of business processes. Besides the
availability of automatic reasoning systems, IR€bakquires semantics enabled analysis of business
service and business performance data such assgrexecution logs or trace data. The MUSING
project contributed several methods of analysithiéoemerging field of IRC (MUSING, 2006). The
chapter discusses standards and specificationmfiness governance and IRC based on BMM and
SBVR.

Chapter 13: Democratization of enterprise risk management (P. Lombardi, S. Piscuoglio,

R. Kenett, Y. Raanan and M. Lankinen)
The chapter highlights the interdisciplinary vabfghe methodologies and solutions developed for
semantically-enhanced handling of operational riske three domains dealt with are Operational
Risk Management, Financial Risk Management andriateonalisation. These areas are usually
treated as ‘worlds apart’ because of the distaftieeoplayers involved, from financial institutiotts
Public Administrations, to specialised consultancgnpanies. This proved to be a fertile common
ground, not only for generating high value toold aervices, but also for a “democratised” approach
to risk management, a technology of great impogdaacSMESs worldwide.

Chapter 14: Operational risks, quality, accidents and incidents (R. Kenett and Y. Raanan)

This concluding chapter presents challenges amdtibns for Operational Risk Management. The
first section provides an overview of a possiblevargence between risk management and quality
management. The second section is based on a ngagfpuimcertainty behaviour and decision
making processes due to Taleb (2007). This classifin puts into perspective so called "Black
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Swans", rare events with significant impact. ThedtBection presents a link between management
maturity and the application of quantitative methadorganisations. The fourth section discusses
the link between accidents and incidents and ftiegection is a general case study from the al an
gas industry. This illustrates the applicability@perational Risk Management to a broad range of
industries. A final summary section discusses ehgks and opportunities in operational risks.
Throughout Chapter 14 we refer to previous chapteosder to provide an integrated view of the
material contained in the book.

The book presents state of the art methods andaéudy and concrete implementation examples.
Our main objective is to push forward the OperadldRisk Management envelope in order to
improve the handling and prevention of risks. V@pdthat this work will contribute, in some way,
to organisations who are motivated to improve tRgierational Risk Management practices and
methods with modern technology. The potential bénef such improvements are immense.



