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Service Oriented Architectures (SOA) enable dynantigration of Web Services (WS) to accomplistseris need. As such, they are
sensitive to user errors. This article presentauiméwork for mitigating the risks of user erroreda changes in the service delivery
context. The underlying methodology incorporateabilgy in the design, testing, deployment and afien of dynamic collaborative
WS, so that the error-prone elements of the Ugerflice (Ul) are identified and eliminated. The neelology incorporates Statistical
Process Control (SPC) of Web Service Indices (W&Hained by a Decision Support system for Userfate Design (DSUID), in
which the users are elements of the control loop.
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1. Background

1.1. Service Oriented Architectures - SOA

SOA is a framework for dynamic integration of Welengdces (WS) provided by different vendors, to
accomplish a user’s operational goal. SOA involpesviders and users meeting on a service compasiti
platform and provides an open platform for inteigig@iegacy, internal and external software comptsénthe
form of services in a uniform and reusable appro&ditware development of SOA must enable flexdne
dynamic service registration, discovery, matchoamposition, binding, and reconfiguration.

SOA is considered a most promising computing pgrador large-scale reuse, business agility suppod,
integration across heterogeneous environment @t)emerging implementation of SOA on the web & \titieb
Oriented Architecture (WOA), based on XML encodetéifacing and communication standards.

1.2. SOA Usability Risks

When a service is offered, its features includ@ouer characteristics such as performance, religb#iecurity
and usability levels. Usability is a term used &molte the ease and reliability with which people employ a
system, a tool or other human-made objects in drdachieve a particular goal.

Usability failures attributed to human errors, gygically a main factor of system failure. For exde) 60-
80% of aircraft accidents are attributed to humamre ([2]). Usability failures are not always idiied
correctly. For example, many calls for technicabmart about TV system malfunctioning turn out to the
result of user errors. In designing and controllgagtware systems, both software cybernetics arstatipnal
risk management are applicable.

* Corresponding author.
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Operational risk management is focused on the iiiftion, classification and evaluation of risk®r
operational failures affecting systems and theikeholders. For a comprehensive treatment of dpagdtrisks
combining structured, quantitative data, with unstured data and semantic analysis see [3].

Popular SOA based implementations, such as WOAlertae users to choose from among a list of sesvic
and integrate them in a way that suits the usevsad.dt is assumed that the service seekers folleviain
operational procedures to describe what servicg theed, and make no mistakes in the requirement
specification. However, this flexibility introducepecial usability concerns and provides too mapoatunities
for the users to fail by setting the wrong sequeg@r by disregarding mode constrains. Therefo@) $ased
applications are particularly error-prone.

1.3. Usability Assurance

Usability assurance is a continuous effort spanrtmgpugh the whole system life cycle: design, itegst

deployment and routine operation;

e At the designstage, human factors are considered in a User@shDesign paradigm, to make sure that
user interface enables proper interaction withstfstem.

e At thetesting stage, usability experts conduct usability testirilp real users, doing typical tasks. The tests
enable system designers to learn about the qudlitye user interfaces and to identify usabilitytlemecks.

o At the deployment stage, diagnostic usability reports using spestiistics obtained from logs of the user
activity may reveal usability barriers of users,entdoing real tasks in their real operational eninent
([4D).

e At the operation stage, special service indices may reveal chaimgie system usability, due to exposure
to new user profiles and to changes in the senacaseir availability. The original operationales@ario
might not be predictive of the evolving demandsteAfa change has been traced, diagnostic usability
reports may be derived for the period following ttenge, enabling exploration of required changeahée
service provision.

This article focuses on the operation stage, nanoelymethods for tracking the changes in servidees.

The framework presented in the next sections irm@ates usability considerations in a system impleateon,

so as to ensure fluent and reliable operation béloorative web services. The underlying methodglegables

adapting the User Interface (Ul) to changes instwice allocation, so that error-prone elementthefUl are

identified and eliminated.

1.4. Usability Diagnosis

The term Usability Diagnosis refers to identifyingability barriers, which prevent fluent and releabkystem
operation. At the testing stage it is used to idgrmiotential usability barriers, typically, by odwing users
executing main operational tasks. At the deploynzemat operation stages it may be used to examinadiual
user behavior, in order to identify actual usapibarriers. From this perspective, aggregate distimoeports
provide essential feedback to service designersvamhgers.

We expand the approach to deal with dynamic systerdsndicate how it can be applied to general iServ
Oriented Architectures (SOA).

1.5. Decision Support for User Interface Design - DSUID

The term "Decision Support for User Interface Da%iPSUID) refers to a methodology introduced i {&r
ensuring system usability. The methodology is aalie to the last two stages of the system devedopeycle
described above: the deployment and the operatimes. It employs a method for providing feedbackervice
managers about usability barriers, enabling themdjast the resources and the interaction withugers. The
feedback is based on special statistical analysteeouser activity, revealing problematic patteafighe user
behavior ([6]).

Over time, systems are exposed to new user profles, the services may change, according to nizdke
demands. Additionally, services may be added opxed, and their availability may change by timelay, etc.
The original operational scenario might not be tage of the evolving demands and there is a rteeadapt
the Ul to these changes. In [5] and [6] we preskr@tenethodology for static usability diagnosis loase a
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seven layer model. We expand it here to trackingadyic changes in service context. Continuous usabil
tracking is required in order to manage the champgervice conditions typical of SOA based impleragans.

1.6. Methodology Overview

This article presents a framework for identifyingeu errors due to changes in the service context,far
mitigating such risks.

This is an introductory article, leaving out theheical details and more elaborate DSUID examptdays
out the foundations for integrating usability in £6ystems and Web Services.

The next section presents the framework of usgbdidntrol. Section 3 presents methods for usability
tracking. Section 4 and 5 present methods for ctwe intervention, exemplified using data from an
eCommerce website: section 4 elaborates on ugatiignosis and section 5 presents an examplercéative
adjustments. The last section presents some cametuand direction for further research.

2. Usability Control

2.1. Modelsof usability control

Usability control is the process of capturing imstas of significant changes in the quality of ssgyianalyzing

the sources for these changes and changing the ddinipensate for degradation in the service quality
We introduce two basic usability control activitiémcking and corrective adjustment.

e Tracking: used to find out the points in time whit)e usability changes are significant and correctiv
adjustments may be required

e Corrective adjustment; used in order to compenfat¢hese changes, is a two step process: diagrtosis
identify the changes that caused the usability ghaand intervention of service managers, and plyssi
also of service designers.

2.2. Tracking the Usability Changes

Tracking is based on Web Service Indices reflectirgusage characteristics of the Web Services.SA Wa
usability score of the system or any of its compisehat we wish to control. We apply methods from
cybernetics to trace these indices and to decidesnvehchange in an index should denote a signifidawiation
that requires intervention. Specifically, we apfte Statistical Process Control (SPC) paradigmotdrol the
service usability by tracking WSIs. Figure 1 depitite method for usability control where detectioggers
intervention with effect on usability charactegsti
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WsI Sampling
R
\ fjustment
Alarm N
Limit A
,,,,,,,, e
o rime
Intervention

Fig. 1. Usability control
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SPC has been applied in the general context oWaodt cybernetics, for example for controlling tegti
efforts (see [7]). In the context of tracking udispiof web services, we use SPC to decide if a Wé&haves
normally, by comparing actual values to referenakeies. Measuring the deviations from the refereecebles
the system to identify undesired changes or drifthie service indices. The reference may be usnet. For
example, a user can define that the service reatitiee should not exceed three seconds. The referean also
be set automatically according to prediction ofifatchanges in the indices; for more on SPC seeSEjtion 3
presents an approach to usability control based dynamic linear model (DLM) where a Bayesian Eatarof

the Current Mean (BECM) is used to compute expestdtice indices. These tracking and change control

methods are described in [8], [9] and [10].

2.3. Setting the Service Indices

A WSI is a measure of the user experience. It iBsaly related to the concept of ‘service level

(http://en.wikipedia.org/wiki/Service_levél The main difference is in the type of servideich, in case of web
services, is data-related.

WSiIs are defined at design time by service desgyraerd can be adjusted at operation time by thdcser
managers. WSIs should reflect the risks of pooriser Therefore, they should measure the two msfreets of
negative user experience: service performance @rability. We can set distinct WSiIs for servicefpemance
and service reliability, or we can set a shareaxndor example, by combining separate indicesthin first
option, we run two parallel usability controls: dioe performance control and the other for religpitontrol. In
the second option, we run a single usability cdntambining both aspects. In many cases a serecel |
agreement is set up as a percentile, say 95%.immpiges, for example, that 95% of the time the VEBbuld not
exceed a pre specified limit.

Service reliability is a measure of user difficedtj often interpreted as user errors. Therefoeeapipropriate

WSI should be calculated based on User Problencamalis (UPI). A UPI is a user event that suggests a

instance of potential user difficulty. Typical URdse user actions reverting previous actions. Exesnpclude:
backward navigation, undo, cancel, selection froainnmenus or help requests. We can set a distirgit fdf
each UPI, and then have several usability contmois, for each UPI, we can set a shared WSI useskfeice
reliability control or take a multivariate approadee [8]).

2.4. Usability Diagnosis

Once it has been concluded that a service usal®ityl has significantly degraded, we need to imfahe
SOA platform about the new risk. The alert messstgmuld include indication about possible sourcesttie
degradation and recommendations for how to comperfsathem.

2.5. Corrective Adjustments

Once a service barrier has been identified, spewgns should be taken to remove it. Most oftemdibgnosis
leads to further investigation. For example, if gystem performance is poor, then the SOA platfoemds to
find out the causes for the poor performance. @nather hand, if the diagnostic reports show thaaricular
Ul control is error-prone, a usability engineer gdobe asked to examine the conditions that enathlediser
errors.

However, if the conditions that enable the useorsrcannot be prevented by design, then a useretieot
service facilitator, such as a pop up dialog boayine incorporated in the Ul, enabling the usersetect from a
list of options.

3. Tracking Service Usability

3.1. Applying Software Cybernetics

Tracking service usability is based on WSIs. A WisSh usability score of the system or any of itmponents
that we wish to control. We apply here methods froyhernetics to trace these indices and to decitenva
change in an index should denote a significantat®ri that requires intervention.

Cybernetics is the interdisciplinary study of theusture of complex systems, especially commurocati
processes, control mechanisms and feedback prsciipecifically, it considers closed loops, wreggon by
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the system in an environment causes some chartge Environment. Such changes impact the way tsesy
behaves, for example in order to achieve serviedsgo

Software cybernetics explores the interplay betwsaftware/software behavior and control ([7]). Togi
problems of software cybernetics have included robrdaf the software test process (How much and what
additional effort is to be applied to achieve aimgs quality objective under time/cost constraings)ftware
performance control (How best to adjust softwareapeeters so that an optimal level of performance is
maintained) and control of the software developmenaicess (What is an optimal set of process vasabl
required to achieve delivery objectives within diste constraints)

Typically, software cybernetics focuses on automatintrol, disregarding the user operator. The new
approach introduced here is to apply methods aWsoé cybernetics to the process of Ul adjustment.

Sequential methods may be employed to monitorikguser experience, by comparing actual results to
expected results and acting on the gaps. Thisosedemonstrates a way to control a WSI by SPC,
implementing a DLM, where the expected WSI is eatad by the BECM technique.

3.2. Usability Tracking by SPC

Statistical Process Control (SPC) is a methoddeniifying deviations from normal processing. It&m is in
manufacturing implementations, where statisticallgfoare used to observe the performance of prazhucti
processes in order to identify and correct sigaificprocess deviations that may later result ieated products
([8]). In this article we employ this approach fieciding when a deviation of a WSI from its expdctalue
indicates a possible barrier to fluent and reliabteraction.

3.3. A Dynamic Linear Model

Dynamic models represent a key method in Bayesisgcésting and modeling. In particular, Dynamicdan
Models (DLM) with Gaussian distributed componeraséfound a plethora of applications and playedrdral
role in time series analysis. Often their use heenbsuggested to model the evolution of completesy®ver
time with possible changes. Here the model isditte describe the evolution of various usabilitderes and
detect possible deviations from their behaviorthis sense, they can be used as a trigger to devisda an
intervention is needed on the system to improvéilisaor to measure, on the positive side, wheahilgy has
improved. The typical DLM can be represented by fiilowing observation and evolution equations iatet
t=1, 2...

Y, =F 4 +¢,,
’9t = th’“gt—l +7:

whereY, is the observed quantity (e.g. a univariate or #inawiate usability index),% is the state vector at
timet, F, is a known vector of regression variables and temts, £, is an observation noise term representing
measurement error abo¥f, G, is a known state evolution matrix modeling traipsitbetween states at times
andt-1 and 77,is the evolution noise term (or innovation). ChogsiGaussian distributions for the noises
g,andn,, t=1, 2 ...and a Gaussian prior distribution {8, leads to a posterior Gaussian distribution%or
given all the observation§, t=1... s.Furthermore it is possible to compute the postepiedictive distribution
of the next observatioYy,,, given the past observatiofs t=1... s. We do not want to introduce here
cumbersome mathematical notation but just illusttatsound, widely used statistical approach. Matttiead
details and precise results can be found in [9][a6Y

DLMs are essentially models which allow for the letion of observed quantitiesy{) in a complex manner
depending on some unobserved sfhte Evolution equations are a sort of black-box wikkxibility and
adaptability to complex situations. The matricesand G, can be chosen after some fitting data from test
cases. As usual in the Bayesian approach, prioetriaes and hyperparameters (the ones related ¢o th
distributions of the noises) are provided from pgastwledge and experiences. The set up of a DLMhman
approached in the following way:
1. Specify prior, matrices and hyperparameters at tirie
2. Sett=t+1 (and repeat until needed)
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Forecast of observatioM, at timet, based upon past history and prior specification

Observation of actuaY, and comparison with forecasted one

If no significant difference occurs between obsdraad forecasted, , then go to 2

Modify the model, e.g. the matricds, and G, to fit the new observation, then go to 2.

Step 6 is a crucial one since it represents thatgoi which a change in the usability of the systism
detected, and then the model is modified and usedfuture forecasts. If the change leads to a worse
performance of the usability indexes, then theifigd should be reported and actions should be taken

o0k w

3.4. Computing the Expected WSI s

In order to track usability changes, we need totinapusly compute the service indices and to compar
them to constraining values. The expected valuesldibe estimated based on the history of the seindices.
We propose a Bayesian Estimation of the CurrentiMB&CM) for estimating the expected service indice

Observations from a continuous distribution chamastic of a process, such as a usability score, ar
recorded at discrete timesi =1, 2, - - -. Theagions, X are determined by the value of a base averagé lev
o, and an unbiased error,. Possible system deviations at start-up are mddbie havingp, randomly
determined according to a normal distribution witiown meanu; (a specified target value) and a known
variances®. At some unknown point in time, a disturbance rhighange the process average level to a new
value,p, + Z, where Z models a change from the currentlleve

The probability of having a disturbance between amg observations, taken at fixed operational time
intervals, is considered a constant, p. Accordingly apply a model of at most one change poinhatr&known
location. The corresponding statistical model,&bmost one change point, within n consecutive asens is
as follows:

Xi=pi+e,i=1,2,---,n,
wherey; is the observation’s mean andhe measurement error, the at-most-one-changé¢ poidel is:

Wi = Uo, i=1,---,j—-1and
Hi:HO+Za i:j,...,n

where j indicates that the disturbance occurretthéntime interval between the (j—1)st and j-th abatons.
j =1 indicates a disturbance beforg XK= n + 1 indicates no disturbance among thé firsbservations.
The Bayesian framework is based on the followirgfriiutional assumptions:

HO*N(!JT,GZ)
Z ~ N§, 1),
&~N(0,1)i=1,2,---.

The parameters; , o, 2 are assumed to be known and N(, -) designa@sdam variable having a normal
distribution. The Gaussian assumption abeut requires that the raw data be scaled, to have ithomal
variance equal to 1.

For n observations, let denote the random variable corresponding to ttiexiof the time interval at which
a change occurred. It is assumed that the pritrilalision of J is the truncated geometric, i.e.,

Prid=j|p)=pld-pP" ji=1,,n 1)
=(1-p) j=n+1
O<p<l1

The assumption underlining (1) is that disturbanoesur at random according to a homogeneous Poisson
process. p(1 — p} is the probability that the change occurred betwtge j-1 and jth observation and (1 < is)
the probability that the change has not happeroupe ' observation. Finally, we assume that Z, J, ands;
are independent, for each n. The current mgaran be written as
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Un =Ho + I{‘]n < n}Z,

where I{-} is an indicator variable, assuming treue 1 if the relation in brackets is true, and vh&ie 0
otherwise.

The procedure described in [8] and [9] computedyéinally two statistics of interest to SOA Web Siees:
e The distribution of Ji, namely, the likelihood thashift in distribution occurred in any time intat up to

the current observation.
e The distribution ofin, for example, percentiles of the distributiortted current mean.

3.5. An Example
We demonstrate the procedure with a simulation ®fobservations, with a change point at J = 10 with
parametersiy = 0,6 = 1.5,6% = 2= 1. The random values of (i = 1. . . 15) are:

pi = —1.91523, £10and

Wi = 0.53421, B 11

We therefore observe data with a shift in mean .42 units, after the f0observation. Table 1 lists the
posterior distributions of; Jor i = 7,... 13, that is before and after the shifthe maximal probabilities are
indicated in bold and point to an estimate of whidsee shift has occurred. The probability of shiftthe next
interval represents the probability of a futureftshi

Tablel. Probability of a shift at any given timeeirval, at the'l observation

i 7 8 9 10 11 12 13

Xi -2.081 -2.837 -0.731 -1.682 1.289 0.565( 0.2560
1 0.00270.00280.00230.0025 O. 0. 0.
2 0.00570.00660.00370.0037 0 0. 0
3 0.00220.00230.00160.0016 0 0. 0
4 0.00720.00850.00290.0026 0 0. 0
5 0.00500.00540.00190.0017 0. 0. 0.
6 0.00470.00430.00170.0016 0. 0. 0.
7 0.01940.00390.0051 0.0055 0.0004 0.0001 0.
8 0.9606 0.0079 0.0078 0.0074 0.0011 0.0003 0.0002
9 - 0.95830.15830.06430.0964 0.0794 0.0927
10 - - 0.81490.01390.01550.01490.0184
1 - - - 0.89520.88330.9052 0.8886
12 - - - - 0.00320.00010.0001
13 - - - - - 0. 0.
14 - - - - - - 0

Up to the 10th observation interval, a shift isidaded as potentially occurring in the future. Aftee 11th
observation the maximal probability of a shift ansistently pointing at the interval between obaton 10 and
11.

Table 2: percentiles of the distribution of the meaany given time interval, at the ith observatio

i 7 8 9 10 11 12 13
Xi -2.081 -2.837 -0.731 -1.683 1.289 0.5650 0.2560
wor -2.937 -2979 -2.746 -2.697 -1.789 -1.044 -0.911
nos -2.328 -2.401 -2.193 -2.181 -0587 -0.101 -0.094
uso -2.085 -2.172 -1.947 -1.966 -0.113 +0.29243
prs  -1.839  -1.941 -1.627 -1.735 +0.36B690 0.584
poe -0.831 -1.233 0872 -0.263 1.581 1.668 1.425
Wi -2.069 -2.161 -1.731 -1.918 -0.108 0.296 0.246
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Table 2 shows the percentiles. As expected, theegre shows a decrease in the mean at the 11th

observation. If the data tracked is a WSI, and ateas upper limit of 1 to the 99th percentile of ihdex, we
see that usability has deteriorated at observatigh so that some reactive risk mitigation procedweds to be
activated.

4. Usability Diagnostics

Once it is determined that a service has signiflgadegraded, we need to inform the SOA platforrowlthe
problem and its possible causes. The resultingrtegfmuld include indication about possible sourftgsthe
degradation and recommendations for how to comperfsathem.

Methods for diagnosis include requesting for teera feedback and statistical analysis. Howevenpst
effective method is by a combination of the formegthods, namely, by requesting for the users’ faekilat
specific interaction points, which by statisticalability analysis were identified as error-prong. @ompting
the users to relate to particular interaction pritlhe SOA platform can get important informatidroat the
users’ intention. Then, it can compare the actility to the users’ intentions and figure out wharevthe
reasons for the user error. This approach wasifinsiduced in [11]. For more on mapping cause efifiect see
[12]. This section presents a method for identifypoints of negative user experience by statisacalysis of
logs of users’ activity. This method was describedetail in [6].

4.1. Modeling the User Activity

The user activity can be described using a Bayddiarkov model with states given by screen displaysieb
pages. Two absorbing states are present (fulfiltroéthe task and unsuccessful exit) and our istesein their
probability. Transitions between one state andhallpossible others are modeled as a multinomstiloliition
with probability p; of going from state to statej. A Dirichlet distribution is a natural, conjugatboice for the
vectorp; = (pi1--- Px), denoting the probabilities of all possible titinas from staté. The choice of the hyper
parameters is a tough, although typical, problemBayesian analysis, where the statistician hasatesform
experts’ opinions into numbers. Web log providestiimber of transitions from statto statg and data can be
combined with the Dirichlet prior via Bayes’ theoreso that a posterior distribution, again a Dietlone, is
obtained. Based on the posterior distribution anttAnsition probabilities, operational reliabilign therefore
be analyzed looking at the predictive probabilifyemding in the unsuccessful state, given a preifipd
pattern, i.e. a sequence of transitions betweenpages. With such techniques, one can combineDi8@ID,
expert opinions with data to model transitions testv states and describe cause and effect relaansgtor an
interesting approach to improve usability by pravidon line help with procedures based on past réapee
and modeling the transition between states seegd@]14]. For an introduction to Markov chains §£5].

5. Logging the Users’ Activity

Logs of users’ activity typically provide time stpmfor all user actions. In addition, when web settag files
are available, they also include traces of imalgs fand scripts used for the page display. The si@mps of the
additional files enable us to estimate three ingrrtime intervals

e The time the visitors wait until the beginning dfet file download, is used as a measure of page

responsiveness
e The download time, is used as a measure of paderpemnce
e The time from download completion to the visitaésjuest for the next page, in which the visitordsethe
page content, but also does other things, sonteeof unrelated to the page content
The challenge is to decide, based on statistidhexfe time intervals, whether the visitors feel fartable
during the site navigation; when do they feel ttaty wait too much for the page download and hovihay
feel about what they see on screen

5.1. Statistical Time Analysis

To understand the user experience we need to Knewder activity, compared to the user expectaBoth are
not available from the server log file, but candstimated by appropriate processing. A Decisionp8upJser
Interface Diagnostics (DSUID) system flagging pbksiusability design deficiencies requires a moaofel
statistical manipulations of server log data.
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Assume now that we have a log of the user’s agtiiow can we tell whether the service users entawun
any difficulty in exploring a particular screen play or a web page, and if so, what kind of diffigwdo they
experience, and what are the causes for this exps?

We assume that the site visitors are task drivebwe do not know if the visitors’ goals are rethte a
specific service. Also, we have no way to tell igitors know anything, a priori, about the serviaad if they
believe that the service is relevant to their goaisf they have used it before. It may be thattisers are simply
exploring the service screens, or that they follbwrocedure to accomplish a task. Yet, their belnaéflects
their perceptions of the service, and estimatebeaf effort in subsequent investigation.

How can we conclude that a time interval is acdaptdy page visitors, is too short, or is too lon§®r
example, consider an average page download tinfieeoBeconds. Site visitors may regard it as tomtey, if
they expect the page to load fast, for exampleegponse to a search request. However, five secoagisbe
quite acceptable if the user’s goal is to learexplore specific information, if they expect ithie related to their
goal. Setting up a DSUID involves integration obttypes of information
e Design deficiencies, which are common barriersendess navigation, based on the first part ofitbdel

described above — visitor's page evaluation
o Detectors of these design deficiencies, commorcatdis of possible barriers to seamless navigaliased

on the second part of the model — visitor's reactio

The way to conclude that the download time of dipalar page is too long is by a measure of potdigti
negative user experience, namely, the site exét rHlbe diagnostic-oriented time analysis is by pbsg the
correlation between the page download time angh#lge exits. If the visitors are indifferent abcwe tlownload
time, then the page exit rate should be invariaith \espect to the page download time. Howevethé
download time matters, then the page exit rate ldhdapend on the page download time. When the page
download time is acceptable, most visitors may $tathe site, looking for additional information.ol¥ever,
when the download time is too long, more visitoighthabandon the site, and go to the competitdng. [bnger
the download time, the higher is the exit rate.

5.2. Usability Problem Indicators - UPI

Exit rate is a preferred measure for deciding endffect of download time, but is irrelevant to eealysis of
the visitors’ response time. The reason for ihat server logs do not record events of the vis#iaving the site,
which means that we cannot measure the time irfeofaerminal page views. Therefore, we need ®atber
indicators of potential negative navigation expeci
A model of user's mental activities in website gation lists the most likely visitors’ reactionégceptional
situations. Based on this model, we can list tHvieng indicators about the visitor's toleranceweb page
design deficiencies
e The visitor returning to the previous page mayéatk that the current page was perceived as lEssang
to the goal, compared to the previous page
e The visitor linking to a next website page may aadé that the link was perceived as a potentialgerito a
goal page
e The visitor activating a main menu may indicatet the visitor is still looking for the informatiomfter not
finding it in the current page
e The visitor exiting the site may indicate that eitlthe goal has been reached, or the overall aitgation
experience became negative.

Accordingly, besides site exit, other indicatorgofential usability problem are the rates of natimn back
to a previous page and the visitor escaping fraerpiige to a main menu.

5.3. Page Relevance

Once we have an estimate of the task-related mewtalities we can adapt the method for decidinguab
problematic performance, to decide about problentask-related mental activities. Visitors who fé®t the
information is irrelevant to their needs are makely to respond quickly, and are more likely to lgackward,
or to select a new page from the main menu. Thexefine average time on page over those visitors wh
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navigated backwards or retried the main menu shbelghorter than that of the average of all visit@n the
other hand, visitors who believe that the informatis relevant to their needs, but do not undedstae page
text very easily, are likely to spend more timenttize average reading the page content, and tmage/éme on
page should be longer.

5.4. Page Readability

The time that visitors spend reading a page depemdsarious perceptual attributes, including thgea
relevance to their goals, the ease of reading antpbrehending the information on page, the easdettifying
desired hyperlinks, etc. Assume that for a padicpage, the average time on screen before badkwar
navigation is significantly longer than the avergigee over all page visits. Such case may indieateadability
problem, due to design flaws, but it can also be gugood page content, which encouraged userssyéot
long time reading the page to go back and reexathmerevious page.

5.5. Validating the Model of User Mental Activities

To illustrate the approach we usgw.israeliz.co.illog data extracted with the Ergolight Webtestenfr2003-
02-01, 12:37:46 to 2003-02-27, 11:22:28.
(www.ergolight-sw.com/pub/Sites/Israeliz/All/FirsgRorts/wtFrameSet.html
A typical scheme for page event sequences is:
User links to Page -> Page starts download -> Palgsvnload complete -> User recognizes
page -> User reads page -> User activates a linkoat to leave the page.

The main variables of interest in a typical eConoaddSUID are presented in Table 3. Variables manked
bold represent key variables to be analyzed intgresepth.
The time variables with potential impact on thétwexperience are:
e The page download time, measured from the firsepdagw until the end of subsequent embedded files
(images, Java scripts, etc)
e The elapsed time until the next user event, int&tgak as reading time.
e The elapsed time since the previous user evemtprgted as the time until the user found the 1onkhis

page.

The page visitor experience is regarded as negativeositive according to whether or not a UPI was
indicated. The expected relationships betweetkélyesariables are as follows:

e Page size should directly affect the page downtae

e The amount of text on page should directly affeetpage reading time

e The ratio TextSize/PageSize may be equal to heifoage is pure html (has no graphics, video etosgry
small (since images consume much more space cothfzatext)

e Page download time should affect the visit expegerToo long download time should result in negativ
visit experience. Research indicates that too sHoxtnload time might also result in negative visit
experience; however, this might be a problem ooihektremely good service (server performance).

e Page seeking time may affect the visit experiemoe. much seeking time might have a ‘last straneetif if
the page is not what they expected to have.

o Page reading time may have effect on the visit Bgpee. Users may stay on page because the page
includes lot of data (in this case study, the datéextual) or because the text they read is ney ¢a
comprehend.
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ID |Variable Definition

1 | ActionCount "Count of page visits as recordethimlog file, including actual visits and fakeditggrefreshing
and form submission)"

2 | NuOfRealVisits "The actual visits, after removihg faked visits."

3 | TextSize Size of html page

4 | PageSize TextSize + size of subsequent images recordedidhdilly

5 | NuOfEntries Count of site entries through thigga

6 | NuOfPreExits Count of site exit through next page

7 | NuOfExits Count of site exit through this page

8 | NuOfPreBacks Count of backward navigations frbim page

9 | NuOfBacks Count of backward navigations to tlige

10 | NuOfDownloads Count of page visits with positil@vnload time

11 | NuOfGetToPost "Count of transitions from Gepitglly, viewing) to Post (typically, form submiss)"

12 | TotalDownloadFrequency Sum of (1 / DownloadTimedr all real page visits

13 | TotalReadingFrequency Sum of (1/ ReadingTimey all real page visits

14 | TotalSeekingFrequency Sum of (1 / SeekingTime) all real page visits

15 | TotalProcessingFrequency Sum of (1 / ProcessimgTover all real page visits

16 | TotalGetToPostFrequency Sum of (1 / FormFillimgd) over all real page visits

17 | AvgDownloadFrequency Average = Total / Count

18 | AvgReadingFrequency Average = Total / Count

19 | AvgSeekingFrequency Average = Total / Count

20 | AvgGetToPostFrequency Average = Total / Count

21 | AvgPostToPostFrequency Average = Total / Count

22 | AvgDownloadTime Harmonic average of page download time over allpage visits

23 | AvgReadingTime Harmonic average of page reading time over allpagk visits

24 | AvgSeekingTime Harmonic average of page seeking time over allpage visits

25 | AvgProcessingTime Harmonic average of page psig time over all real page visits

26 | AvgResponseTime Harmonic average of page resgons over all real page visits

27 | PercentExitsSlowDownload| “Number of page vidlitaracterized as slow downloads, followed by sittsé NuOfRealVisits *
100"

28 | PercentPbackSlowDownload “"Number of page visitgacterized as slow downloads, followed by bactwavigation /
NuOfRealVisits * 100"

29 | PercentExitsSlowSeeking "Number of page viditwacterized as slow seeking, followed by sitesekituOfRealVisits * 100

30 | PercentExitsFastSeeking "Number of page vibigsarterized as fast seeking, followed by sitesg¥NuOfRealVisits * 100"

31 | PercentPbackSlowSeeking "Number of page vibasacterized as slow seeking, followed by backwandgation /
NuOfRealVisits * 100"

32 | PercentPbackFastSeeking "Number of page vis#sacterized as fast seeking, followed by backwardgation /
NuOfRealVisits * 100"

33 | PercentPexitSlowReading "Number of page visitsacterized as slow reading, followed by site gih next page /
NuOfRealVisits * 100"

34 | PercentPexitFastReading "Number of page vibsacterized as fast reading, followed by site feaih next page /
NuOfRealVisits * 100"

35 | PercentPbackSlowReading "Number of page vibsacterized as slow reading, followed by backweadgation /
NuOfRealVisits * 100"

36 | PercentPbackFastReading "Number of page vis#sacterized as fast reading, followed by backwedgation /
NuOfRealVisits * 100"

37 | UsabilityScore "Normalized harmonic average of: download timeksegtime, reading time"

38 | UsabilityAlert Sum of all UPIs (6-11 above)

39 | AccessibilityScore a measure of the speed of finding the links toctimeent page

40 | PerformanceScore a measure of the download speed

41 | ReadabilityScore a measure of the reading speed (characters pardjeco

Simple histograms of key variables tracking 122epaipits are presented in Fig. 2. The data reptesen

Table 3: Variables used in DSUID analysis

averages per visit. Some distributions are flafesare skewed to the right and some have obviailisrsu
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Fig. 3. Distribution of average seeking time.

Fig. 3 focuses on the average seeking time distobuwithout displaying an outlier of 5624 secoraisl
two relatively high observations of 80 and 74 selsonBy running a basic factor analysis of the detacan see
that average seeking time and average reading ¢camg very similar loadings and are therefore el
correlated. They are, however, negatively corrdlatetext size and accessibility scores. So aré&gability and
Performance scores that bring out an additionakdsion reflected by the relatively high positiontha second

factor (see Fig. 4).
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Fig. 4. Loadings of DSUID key variables.

5.6. Cause and Effect Analysis

To validate the model of the user's mental activity employ the method of Bayesian Networks. A Bmyes
Network is a graphical model representing causeediiedt relationships between variables. A key abtaristic
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of Bayesian Networks is that they can be continlyousdated turning prior information into posterior
distributions that reflect the propagation of vhiiidy through the network structure (see [12] d@d]). As an
example, we show in Figures 5 and 6 a Bayesian dt&tderived from analysis of web log analyzers. The
network indicates impact of variables on othergjvee from an analysis of conditional probabiliti€Bhe
variables have been discretized into categoriels wiiform frequencies. The network can be usecpoasent
posterior probabilities, reflecting the network ddioning structure, of the 1-5 categorized varahlWe can
use the network for predicting posterior probaiesitafter conditioning on variables affecting other, in a
diagnostic capacity, by conditioning on end resaltiables. In our example, we condition the netwiarkow
and high seek time, Figures 5 and 6 respectively.
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Fig. 5. A Bayesian network of web log data, comtiéid on low seek time
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Fig. 6 A Bayesian network of web log data, condiéid on high seek time

With low seeking time we experience 49% of high &edy high exit rates. With high seeking time these
numbers jump to 96%. Clearly seeking time has sé#tethe behavior of the users. We can even quatftigy
phenomenon and link, quantitatively, the impaca second of seek time on exit rate percentages.

5.7. Statistical Decision

The way to conclude that the download time of dipalar page is too long is by a measure of poddigti
negative user experience, namely, the site exé. rdb enable statistical analysis, we need to chang
perspective on these variables, and consider hewddlwnload time depends on the exit behavior. Wepewe
the download time of those visits that were sudoéswith that of those visits that ended up in gie exit. If
download time matters, we should expect that tlerae download time of those visitors who abanddhed
site will be longer than the average of those wiatiaued with the site navigation. Otherwise, i 8ite visitors
are indifferent about the download time, we shaxgect that the download time of the two groups ld/awt
be significantly different.

To decide about the significance of the usabilayrier we compare the download time of two samples:
of page visits that ended up in site exit and tteroof all the other page visits. The null hypaikds that the
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two samples are of the same population. If the hypothesis is rejected, we may conclude that thgep
visitors’ behavior depends on the download timehé download time of the first sample exceeds ttfidhe
second sample, and the difference is statisticidjgificant, then we may conclude that the downlthaxg of the
particular page is significantly too long. A simgleo-tailed t-test is sufficient to decide whethke visitors'
behavior is sensitive to the page download time

5.8. A DSUID Implementation Framework: the Seven Layers Moded for Usability
Diagnosis

In setting up a Decision Support system for Usterface Design we identify seven layers of datéectibn and
data analytics:

5.8.1. The lowest layer — user activity

This layer records correspond to significant usetioas (involving screen changes or server-side
processing).

5.8.2. The second layer — page hit attributes

This layer consists of download time, processingetand user response time.

5.8.3. The third layer — transition analysis

The third layer statistics are about transitionsl aepeated form submission (indicative of visitors'
difficulties in form filling)

5.8.4. The fourth layer — User Problem Indicator identfimon

Indicators of possible navigational difficulty, inding:

e Estimates for site exit by the time elapsed uhgl hext user action (as no exit indication is rdedron the
server log file)

e Backward navigation

¢ Transitions to main pages, interpreted as escagpirrgnt sub task

5.8.5. The fifth layer — usage statistics

The fifth layer consists of usage statistics, sagh
e Average introduction time
e Average download time
e Average time between repeated form submission
e Average time on screen (indicating content reldteldavior)
e Average time on a previous screen (indicating ef$iek finding).

5.8.6. The sixth layer — statistical decision

For each of the page attributes, DSUID comparesttitestics over the exceptional page views todlmeer
all the page views. The null hypothesis is that fach attribute) the statistics of both samplestiae same. A
simple two-tailed t test can be used to rejectitd therefore to conclude that certain page atgihare
potentially problematic. A typical error level istdo 5%

5.8.7. The seventh layer — interpretation

For each of the page attributes DSUID providessadf possible reasons for the difference betwden t
statistics over the exceptional navigation pattemnad that over all the page hits. However, it & tble of the
usability analyst to decide which of the potensalrce of visitors' difficulties is applicable toet particular
deficiency.
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6. Summary and Conclusions

In this work we describe a way to integrate usgbduantification in SOA and WS. It is related k@ tconcept
of trust presented in [17], needs to be adaptiatext sensitive and situation aware like other Sfpglication
characteristics (see [18] and [19]).

Specifically we show how an SPC model can be useagidnitor, collect and interpret usability data. We
discuss several analytical models, including Markbains, Bayesian Networks, Dynamic Linear Model #re
BECM procedure of [9] to analyze such data in ae€B&n framework.

Standard usability analysis is based on elicitihg bpinion of experts, for example on possible 'aser
reactions when navigating through web sites (s&§.[2Ve introduce here a quantitative approach #flatvs
combining expert opinion's prior assessment of phaebability of failure/success when some patterres a
followed by the users with dynamically collectedtadaFor a similar approach to set up recommendation
algorithms in web services see [21] and [22]. Tlagdsian framework we introduce here provides féicieht
and practical tracking and correction of usabiligpects in Service Oriented Architecture systemgeimeral.
This approach obviously needs to be expanded atttefustudied in specific software cybernetic aggtions.
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